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Abstract

Wireless sensor networks (WSNs) are generally composed of numerous battery-
powered tiny nodes that can sense from the environment and send this data through
wireless communication. WSNs have wide range of application areas such as military
surveillance, healthcare, miner safety, and outer space exploration. Inherent security
weaknesses of wireless communication may prone WSNs to various attacks such as
eavesdropping, jamming and spoofing. This situation attracts researchers to study
countermeasures for detection and prevention of these attacks. Graph theory provides a
very useful theoretical basis for solving WSN problems related to communication and
security issues. One of the important graph theoretic structures is vertex cover (VC) in
which a set of nodes are selected to cover the edges of the graph where each edge is
incident to at least one node in VC set. Finding VC set having the minimum cardinality
for a given graph is an NP-hard problem. In this paper, we describe VC algorithms aiming
link monitoring where nodes in VC are configured as secure points. We investigate
variants of VC problems such as weight and capacity constrained versions on different
graph types to meet the energy-efficiency and load-balancing requirements of WSNSs.
Moreover, we present clustering and backbone formation operations as alternative
applications of different VC infrastructures. For each VC sub-problem, we propose
greedy heuristic based algorithms.
Keywords: Wireless Sensor Networks, Link Monitoring, Graph Theory, Vertex Cover,
NP-Hard Problem.

* This paper has been presented at the ICAT'20 (9th International Conference on Advanced
Technologies) held in Istanbul (Turkey), August 10-12, 2020.
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KABLOSUZ SENSOR AGLARI iCiN KOSE ORTME TABANLI BAGLANTI
IZLEME TEKNIKLERIi

Ozet

Kablosuz sensor aglar (KSAlar) genellikle ortamdan algilayabilen ve bu verileri
kablosuz iletisim yoluyla gonderebilen pille ¢alisan ¢ok sayida kiigiik diiglimden olusur.
KSAlar askeri gozetim, saglik hizmetleri, madenci giivenligi ve uzay kesfi gibi ¢ok ¢esitli
uygulama alanlarina sahiptir. Kablosuz iletisimin dogasinda var olan giivenlik
zayifliklari, KSAlart gizli dinleme, sinyal bozma ve sahtekarlik gibi ¢esitli saldirilara
egilimli hale getirebilmektedir. Bu durum, arastirmacilart bu saldirilarin tespiti ve
onlenmesine yonelik kars1 6nlemleri incelemeye yoneltmektedir. Cizge teorisi, iletisim
ve giivenlik sorunlari ile ilgili KSA sorunlarini ¢6zmek i¢in ¢ok yararli bir teorik temel
saglar. Onemli ¢izge teorik yapilardan biri kose drtmedir (KO), bu yapida her bir kenarin
KO kiimesindeki en az bir diigiime bitisik olacak sekilde ¢izgenin tiim kenarlarim
kapsayacak bir dizi diigiim secilmektedir. Verilen bir ¢izge i¢in en az elemana sahip KO
kiimesini bulmak NP-zor bir problemdir. Bu makalede, KOdeki diigiimlerin giivenli
noktalar olarak yapilandirildigi baglanti izlemeyi amaglayan KO algoritmalar
aciklanmaktadir. KSAlarin enerji verimliligi ve yiikk dengeleme gereksinimlerini
karsilamak igin, farkli ¢izge yapilarinda KO problemlerinin agirlik ve kapasite kisith
versiyonlar1 gibi gesitli tlirleri caligilmaktadir. Ayrica kiimeleme ve omurga olusturma
islemlerini farkli KO altyapilarinin alternatif uygulamalari olarak sunulmaktadir. Her KO
alt problemi i¢in, aggdzlii sezgisel tabanli algoritmalar 6nerilmektedir.
Anahtar Kelimeler: Kablosuz Sensér Aglari, Baglant1 izleme, Cizge Teorisi, Kenar
Ortme, NP-Zor Problem.

1. Introduction

Recent advances in processor, transceiver and sensor technologies have made
wireless sensor networks (WSNSs) possible to use in wide range of areas [1]-[9]. WSNs
are composed of tiny sensor nodes which are able to achieve environmental sensing and
wireless communication. Generally, sensor nodes have five main hardware components:
a radio transceiver, a microcontroller, volatile/nonvolatile memories, a power supplier

and various sensors to measure temperature, pressure, light, acceleration, chemical
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contaminant. These nodes execute in a distributed and autonomous manner to achieve
predefined tasks. Healthcare, habitat monitoring, disaster relief, outer space exploration,
military surveillance, miner safety, volcanic activity detection are some important
applications of WSNSs. Sink nodes provide a gateway mechanism between ordinary sensor
nodes and internet to relay information to parties requesting this data. Since transmission
range of ordinary sensor nodes are limited, multi-hop communication should be present
in most real world scenarios. In this manner, the sensed data from the environment may
be relayed by some intermediate sensor nodes to reach to the sink nodes. Although this
mechanism is well-known and effective in terms of data communication, transmission is
the dominant factor of energy consumption [10] so consuming energy wisely is very
important to prolong the lifetime of WSN applications.

Inherent features of wireless communication introduce various vulnerabilities to
WSNs. For example, since a sensor node’s packets are physically transmitted to all
neighbors in its transmission radio range, attacks such as eavesdropping, jamming and
spoofing are possible if not precautions are taken. In this manner, before deploying the
WSN applications, countermeasures for detection and prevention of these attacks should
be studied in advance. One of countermeasures of these attacks is monitoring the network
traffic of sensor nodes. When we place at least one secure point for each communication
channel, whole network traffic can be monitored, logged and inspected to detect and
prevent attacks. Although this strategy is very effective against attacks, configuring an
ordinary node as a secure point will have various costs in terms of time and price. So,
minimizing the number of secure points is of utmost importance for resource-efficient
WSNs.

Graph theory is a collection of studies related to graphs and a graph is a
structure corresponding to a set of objects where some pair of objects is in a sense related
[11]-[13]. Graph theory provides a very useful theoretical basis to solve WSN
problems related to communication and security issues [14]-[21]. In this manner, WSN is
modeled as graph G(V,E) where set V represents sensor nodes and E is the set of
communication links. \ertex cover (VC) is one of the crucial graph theoretic
structures which has various application areas such as deployment of road cameras for
traffic control, dynamic detection of race condition in parallel programing and finding

phylogenetic trees based on protein domain information. A VC is a set of nodes selected
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to cover the edges of the given graph where each edge is incident to at least one node
in VC set. Finding VC set having the minimum cardinality for a given graph is an NP-
hard problem in which designing an algorithm that guarantees the optimal solution in
polynomial time is not possible.

In this paper, we describe VVC algorithms for link monitoring in WSNs where
nodes in VC are configured as secure points. We investigate variants of VC problems
on different graph types to meet the energy-efficiency and load-balancing requirements
of WSNs. For WSNs where energy distribution of nodes is uniform, basic VC structure
is capable to handle link monitoring operations. When energy distribution is not uniform,
selecting nodes with high energy for VC inclusion is very important to prolong network
lifetime. This operation can be utilized by constructing weighted VC if weights are
given inversely proportional to energies. Assigning links proportional to nodes’ energies
further provides energy consumption balance such that nodes with high energy will
monitor more links than the other nodes. This strategy can be provided by implementing
a capacitated VC structure where each node in VC is assigned a capacity value that
is the maximum number of links it can monitor. To relay the data to the sink node, a
virtual backbone should be constructed in advance. Connected VC structure can be built
to operate as a virtual backbone in WSNSs. In this paper, we provide related model and
algorithmic foundations for aforementioned VC variants and propose greedy heuristics
for each variant of VC problem.

The rest of this paper is organized as follows. Network model is given in Section
2. VC algorithms, weighted VC algorithms, capacitated VC algorithms and connected
VC algorithms are studied in Section 3, Section 4, Section 5 and Section 6, respectively.

Conclusions are drawn in Section 7.

2. Network Model

In this section, we describe the underlying network model, namely graph G=(V,E),
with corresponding definitions that we have used in this paper. Nodes have unique id that
can be used for addressing them in our network. An example network model depicted as
an undirected graph which is given in Figure 2.1 where V ={0, 1, 2, 3,4, 5, 6, 7, 8, 9} and
E={(0,1), (0,2), (1,2), (1,3), (24), (2,5, (3,6), (3,7), (6,8), (7,9), (8,9} As

aforementioned, generally one or more sink node is present in WSNs that is assigned to
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role of transferring data between the sensor nodes and the users. In the example graph in
Figure 2.1, node 0 is the sink node that is filled with black. We use n and m literals for
the total number of nodes in the graph and edge count of the graph, respectively. For
example, the graph given in Figure 2.1, n=10 and m=11. n and m are very useful to
formulate the time complexities of the algorithms. N(u) denotes the neighbors of node u
that is the set of nodes that are in immediate transmission range of node u. In single-hop
transmission mode, node 1 can only send message to nodes 0, 2 and 3 in Figure 2.1.
Transmission range of node 1 is shown with a dotted circle. In undirected graph model,
since edges are bidirectional, if node u can send a message to node v, the message can be

sent in reverse direction from node v to node u.

Figure 2.1 Network model

To show the degree of node u, the neighbor count of node u in other words, we
use d(u). The maximum and minimum degrees of the network is denoted by A and ¢,
respectively. In the given example graph, d(1)=3, 6=1 and A=3. In weighted graphs, nodes
and/or edges are assigned weights to represent various real world parameters. For
example, a node’s weight can be a function of its energy or its reliability. To denote the
weight of node u, we use w(u). Diameter of the graph is the maximum distance between
two nodes in the graph. In this paper, diameter of the graph is demonstrated with D. The
diameter of the graph in Figure 2.1 is 5 where the distance between node 4 and node 9 is
5. In asimilar manner, the distance between node 5 and node 9 is 5. To show the notations

used throughout the paper, Table 2.1 presents a summary.
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Table 2.1 Symbols and their meaning

Term Meaning

G Graph (network model)
\Y Node set

E Edge set

n Node count

m Edge count

N(u) Neighbor set of node u
d(u) Degree of node u

0 Minimum degree of graph
A Maximum degree of
w(u) Weight of node u

D Diameter of graph

3. Vertex Cover Algorithms

As aforementioned, VVC provides a very suitable infrastructure for link monitoring
in WSNs. An example VVC structure is given in Figure 3.1. In this network nodes 1, 2, 3,
8 and 9 are in VC set. This set is minimal in terms of VC cardinality. Node u with a big
N(u) set, in other words having a high d(u), can cover more links than other nodes. In this
manner, for a given graph G=(V ,E), greedy VC algorithms generally include the node

with A neighbors and exclude the node having ¢ neighbors to minimize VC set.

6l

Figure 3.1 A VC on WSN
A heuristic algorithm named isolation algorithm has been proposed to find the

minimum VC in Ugurlu’s work [22]. The algorithm is tested on DIMACS benchmark
graphs and BHOSLIB instances. The obtained measurements show that their algorithm

can perform well in small size graph. Cai et al. introduce an algorithm that applies two-

214



Selcuk-Teknik Dergisi ISSN 1302-6178 Journal of Selcuk-Technic
Ozel Say1 2020 (ICAT’20) Special Issue 2020 (ICAT’20)

stage exchange and edge weighting with forgetting strategies [23]. The first strategy
selects two vertices to exchange and achieves this exchange in two stages. The latter
strategy decreases weights for edges periodically. A local search algorithm is designed
by the help of these strategies. The proposed approach is also implemented on DIMACS
and BHOSLIB benchmarks. VC problem is studied for risk management and the main
goal is formulated as a partial VC by Caskurlu et al. [24]. Bipartite graph model is used
where VC problem in this model is in P complexity class. It is proved that partial version
of VC problem is NP-hard.

A local search solver is proposed to utilize best-picking strategy with noise to
remove vertices in [25]. The study claims that although best-picking strategy can
have high complexity, it is very powerful for various problems. Authors conducted
experiments on real-world massive graphs and show that their algorithm performs
well. The VC problem with multiple coverage constraints for hypergraphs is
considered by Hong et al. [26]. A primal-dual approximation algorithm is proposed
in this manner. The algorithm is deterministic and pure combinatorial which means that
no Ellipsoid solver is necessary. Another study concerning the VVC problem on hypergraph
structure is given by Cheung et al. [27].

A game-based memetic algorithm is given by Wu et al. [28] in which the
global search and local search are achieved by an asynchronous updating snowdrift game
and evolutionary algorithm, respectively. Degree-based initialization method is used in
their algorithm. The local refinement is done by each vertex that is modeled as an
intelligent agent, by playing the snowdrift game. The strict nash equilibrium of the
snowdrift game is always a vertex cover of the given graph. Besides these reviewed
algorithms, there are other studies given in [29], [30]. To solve the vertex cover problem
for link monitoring, we propose a greedy algorithm that is given in Algorithm 3.1
where the link_coverage of node i is the number of uncovered edges incident to node
I. The algorithm starts with the selection of the monitor node with the greatest
link_coverage. Then, the incident uncovered edges (links) to monitor node are assigned
as covered. These steps repeat until all links in graph are covered and at the end of the

algorithm, the selected monitor nodes construct VVC set.
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Algorithm 3.1 Proposed Greedy VC Based Link Monitoring Algorithm

link_coverage: # of uncovered incident edges

1 Until all links are covered

2 Select the node having the greatest link_coverage as a monitor
3 Cover new monitor node’s uncovered links

4 End

4. Weighted Vertex Cover Algorithms

The nodes in VVC are assigned to link monitoring, so their energies are subjected to
depletion. In order to avoid this problem, node energies are considered during weighted VC
construction. An example weighted VVC is given in Figure 4.1 where weight (1/energy) of
each node is written near to it. Nodes 0, 2, 3, 6 and 9 are included in weighted VVC set and
the total weight of VC set is 150. Greedy weighted VVC algorithms generally choose the
nodes having low weights so node u with a low w(u) is preferable than the other nodes.

Figure 4.1 A weighted VC on WSN
In Xu et al.’s work [31], the authors propose a solver for weighted VC problem that

uses primal-dual approximation algorithm. They show that their satisfiability testing based
solver performs well. An algorithm based on list-heuristic for finding minimum weighted
VC is given by Shimizu et al. [32]. The paper given in [33] studies how the dual

formulation of weighted VC can be used. The authors show that their randomized local
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search process can obtain a 2-approximation. In Cai et al.’s work [34], the authors
propose two strategies that are used to improve local search process for weighted VC
problem. The authors evaluate their algorithms along with the others for map labeling
problem. They also use massive graphs in their performance evaluations and obtain well
results.

k-VC problem is to find a VC whose size does not exceed k nodes and k-weighted
VC problem is to a find a VC whose total weight does not exceed k. The study given in
[35] generalizes the Buss reduction to the k-weighted VVC problem. They study its features
on real-world datasets. In Islam et al.’s study [36], both vertex weights and edge weights
are considered as the generalized vertex cover problem. The authors propose a
chemical reaction optimization based algorithm by adding repair function and
redesigning the other four operators. The proposed algorithm is compared with local
search with tabu strategy and perturbation mechanism, genetic algorithm, hybrid
metaheuristic algorithm and genetic algorithm. A parameterized algorithm for weighted
VC on graphs having maximum degree 3 is given in Tsur’s work [37].

The authors propose a local search that is based on three ideas in [38].
Firstly, in the initial phase, four reduction rules are designed. Second, for reducing
cycling during search operation, configuration checking with aspiration strategy is
proposed. To decrease the consumed time for search process, a self-adaptive vertex
removing strategy is designed. The algorithm is test on standard benchmarks, real-
world instances and massive graphs.

The study given by Pourhassan et al. [39] extends the analysis given by
Kratsch’s work [40] to the weighted VVC problem in which the weights of the vertices are
integers. The aim of the paper is finding a weighted VC that has the minimum total
weight. The authors propose a fixed parameter evolutionary algorithm which uses an
alternative mutation operator given in [40]. Besides, to keep the population size in
polynomial order and to find a 2-approximation, a multiobjective evolutinary algorithm
is presented. For a study related minimum weight k-path cover problem, that is a

generalization of weighted VC, please refer to [41].
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Algorithm 4.1 Proposed Greedy Weighted VVC Based Link Monitoring Algorithm

Until all links are covered
Select the node having the minimum weight as a monitor
Cover new monitor node’s uncovered links

End

For an energy-efficient link monitoring solution, we propose a greedy heuristic
based algorithm given in Algorithm 4.1. The node with the minimum weight in graph is
selected as monitor node initially. Then, uncovered links incident to the monitor node are
signed as covered. The selection continues among the remaining nodes. These processes

are executed until all links are covered.

5. Capacitated Vertex Cover Algorithms

Node energies are considered during weighted VC construction whereas
assignment of links to VVC set is not considered. In capacitated VVC, links are assigned to
the nodes in VC set where the maximum link count that can be assigned to a monitor node
is bounded by a predefined capacity value. An example capacitated VVC structure having
capacity value as 3 is depicted in Figure 5.1 where link (0,2) is assigned to node 0, links
(0,2) and (1,3) are assigned to node 1, links (1,2), (2,4) and (2,5) are assigned to node 2,
links (3,6) and (3,7) are assigned to node 3, link (6,8) is assigned to node 8, links (7,9)
and (8,9) are assigned to node 9.

Figure 5.1 A capacitated network model
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Capacitated VVC algorithms for multigraphs and hypergraphs assuming hard
capacities are given in Wong’s study [42]. The approaches are based on applying iterative
rounding to a LP relaxation. A soft capacitated VVC algorithm in a dynamic setting is given
in Wei et al.’s work [43]. In this setting, vertex weights can change as well as edge
insertions and deletions are allowed. The studies in [44], [45] is extended to obtain a
deterministic primal-dual algorithm having constant factor approximation for minimum
capacitated VC problem. The authors show that the proposed algorithm can be extended
to a more general model where edges are given with unsplittable and non-uniform
demand. In Rooij’s et al.’s study [46], NP-completeness proofs of capacitated \VC problem
on special cases of general graphs such as modular graphs, tree-convex graphs and planar
bipartite graphs having maximum degree three is given.

Algorithm 5.1 Proposed Greedy Capacitated VC Based Link Monitoring Algorithm

link_coverage: # of uncovered incident edges

k: the maximum link count can be assigned to a monitor node

1 Until all links are covered

2 Select the node having the greatest link_coverage as a monitor
3 Cover new monitor node’s up to k uncovered links randomly
4 End

The capacitated version of VC problem for link monitoring can be solved by our
proposed greedy approach based algorithm given in Algorithm 5.1 where k is the capacity
value. The algorithm is very similar to Algorithm 3.1. The only difference is that instead

of all uncovered links, up to k links can be covered and these links are selected randomly.

6. Connected Vertex Cover Algorithms

If the vertex induced subgraph of nodes in VC set is connected, then we call the
structure as Connected VC. In another words, for a connected VVC, each node pair in VC
set has a connecting path only consisting of nodes in VC. In this VC type, nodes in VC
set can form a virtual backbone since monitor nodes are connected. In this manner,

connected VC is very important structure since it provides link monitoring and backbone
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formation at the same time. Figure 6.1 shows an example connected VVC where nodes 1,
2, 3,6, 7and 9 are in this set. Besides other graph parameters, D can be an important

factor effecting the connected VC size.

Figure 6.1 A connected VC on WSN

Li et al. study on the connected VC problem for 4-regular graphs which proves

that the problem is still NP-hard in this case [47] and they propose two approximation
algorithms. In Krithika et al.’s work [48], parameterized complexity statuses of connected
VC are investigated. Other studies for connected VVC problem for special cases of graphs
can be found in [49]. Zhang et al. propose an algorithm which has two phases:
construction phase and local search phase [50]. A greedy function and a restricted
candidate list are designed to construct a good initial solution in the construction phase.
To decrease the cycling problem, the configuration checking strategy is adopted in the
latter phase. Li et al. [51] investigate the connected VVC problem for k-regular graphs for
any constant k > 4. They first prove that the problem in this case is NP-hard, then they
propose an approximation algorithm to solve the problem. To construct a connected VC
structure that can be used for link monitoring or backbone formation, we propose a greedy
heuristic based algorithm given in Algorithm 6.1 where S represents the set of nodes not
in VC and having at least one neighbor in VC. The first step of the algorithm is the
selection of the node with the greatest link_coverage as monitor node. The uncovered
links incident to the monitor are assigned as covered. The algorithm provides connectivity

by selecting the subsequent monitor nodes from the neighbors of the selected ones.
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Algorithm 6.1 Proposed Greedy Connected VC Based Link Monitoring and Backbone

Formation Algorithm

link_coverage: # of uncovered incident edges

S: set of nodes not in VC and having at least one neighbor in VC

1: Select the node having the greatest link_coverage as a monitor
2: Cover monitor node’s uncovered links

3: Until all links are covered

4. Select the node having the greatest link_coverage from S as a monitor
5: Cover new monitor node’s uncovered links
6: End

7. Conclusions

As a result of calculations and analyses performed, it is concluded as follows:
Recent advancements in wireless communication and processor technologies lead to
utilize WSNs for wide range of critical application areas such as military surveillance,
miner safety and disaster relief. Sensor nodes can sense events from the environment and
generally relay this data through the sink node in a multi-hop fashion. Since
communication is the most important factor in energy consumption, the algorithms should
be designed considering this fact. WSNs are vulnerable to attacks such as eavesdropping,
jamming and spoofing since wireless communication has inherent security flaws. So that,
designing countermeasures to detect and prevent these attacks is of paramount
importance. Monitoring links by deploying secure points can provide to defend these
attacks where whole network traffic can be logged and inspected. Although this strategy
solves the problem, since secure points have their own cost, the secure point count should
be minimized for total cost reduction in terms time and price.

Graph theory plays a critical role as a theoretical basis to solve various WSN
communication and security problems. VVC is one of the fundamental graph theoretic
structures that has various applications in bioinformatics and computer science where it

is a set of nodes to cover the edges of the graph. Finding minimum VC is an NP-hard
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problem, so designing polynomial time efficient algorithms is an important research
thread. In this paper, we describe VVC algorithms for link monitoring in WSNs where
nodes in VC are defined as secure points. Standard VC structure without any extra
constraint is able to meet the needs of link monitoring operations when the energies of
sensor nodes are nearly equal. We show that weighted VC can be used when energy
distribution of sensor nodes is not uniform and capacitated VC can further provide
energy-efficiency by assigning links to nodes considering their energies. We also present
that connected VC structure can provide both link monitoring and backbone formation
at the same time. Moreover, we propose simple greedy algorithm based link monitoring

algorithms to solve each variant of vertex cover problem.
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